Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 05 JUL 2006 


Message Text 


CONFIDENTIAL 
PAGE 01 STATE 056550 
12 

ORIGIN SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO OC-05 CCO-OO /023 R 

DRAFTED BY A/SY/DO:GHLARSON:CVP 
APPROVED BY A/SY/DO:JEROSETTI 
OC - JPANCAMO 

037237 

R 13201 1Z MAR 75 
FM SECSTATE WASHDC 
TO AMEMBASSY BUCHAREST 

CONFIDENTIAL STATE 056550 

E.O. 11652: GDS 
TAGS: ACOM, ASEC 

SUBJECT: SUSPECTED UNCLASSIFIED POUCH TAMPERING 
REF: BUCHAREST 0807 

1. THE DEPARTMENT RECEIVED POUCH K3-52 INVOICE A- 19 DIS- 
PATCHED FEBRUARY 28TH AND HAD THE POUCH SEAL CHECKED WITH 
A BLACK LIGHT. COLOR OF SEAL MATCHED COLOR INDICATED IN 
REFTEL. POUCH BAG DOES NOT APPEAR TO HAVE BEEN 
RESOWN. 

2. REQUEST THE EMBASSY CONTINUE FLUORESCENT PAINTING POUCH 
SEALS TO FRANKFURT AND THE DEPARTMENT ON "A” POUCHES. IF 
EMBASSY HAS OTHER COLORS WHICH CAN BE USED DO SO WITH POUCH 
INFORMATION INVOICE NUMBERS, FLIGHTS, ETC., BEING SUPPLIED 

TO EACH. 

3. THE DEPARTMENT AND FRANKFURT NEED TO HAVE A SAMPLE OF 
EACH COLOR USED AND SUGGEST LEAD SEALS BE SPRAYED WITH EACH 
COLOR AND FORWARDED BY COURIER POUCH TO EACH STATION. 

4. SUGGEST EMBASSY USE BLACK PLASTIC BAGS WHEN FORWARDING 
LETTER MAIL. BAGS CAN BE SEALED WITH A HEATED CURLING IRON 
OR FLAT IRON. DEPARTMENT CAN SUPPLY THEM ON A PRIORITY BASIS 
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